


DISCLAIMER 
 

ÅThe author of this presentation is an employee of 
the California Department of Transportation. 

 

ÅThe contents of this presentation reflect the view 
of the author who is responsible for the facts and 
the accuracy of the data herein. 

 

ÅThe contents presented here do not necessarily 
reflect the official views or policies of the State of 
California and / or the California Department of 
Transportation. 
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ñInformation is a source of learning. But 

unless it is organized, processed, and 

available to the right people in a format for 

decision making, it is a burden, not a 

benefit.ò 

 

-William G. Pollard 
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Information Goals 

ÅProvide as much data to the public as 

possible 

ïCCTV images 

ïRWIS atmospheric/roadway data 

ïHAR messages 

ïCMS messages 

ÅAccurate, Timely, and Reliable 

ïEnsures that users trust the information 

ÅClearly formatted and well documented 
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Background 

ÅAll TCP/IP based element network 

ÅLarge Dial-on-demand network 

ïPOTS (32 Sites) 

ïISDN (26 Sites) 

ÅMicrowave Radio network 

ï3 Backbone links 

ï10 Roadside links 
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Network Segregation  

Administrative Network 

ÅEmail 

ÅWeb browsing 

ÅDocument retrieval  

ïWord Documents 

ï Images 

 

 

Field Element Network (FEN) 

ÅControlling field devices 

ïCCTV (PTZ) 

ïChangeable Message 

Signs (CMS) 

ÅRetrieving data from field 

devices 

ïCCTV (Video) 

ïRoadway Weather 

Information Systems 

(RWIS) data 
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Pull/Push Theory 

ÅPull 

ïProcess device initiates the communication to 

the remote site in order to ñpullò or ñgrabò 

desired information 

ÅPush 

ïProcess device initiates the communication to 

external server to ñpushò or ñdepositò 

information 
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Existing Flow of RWIS Data 
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Existing Flow of CMS Data 
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Deficiencies 

ÅDial on demand limitations 
ïOnly so many modems available for dialing to 

remote sites 

ÅUnknown number of external users on FEN 
ïPossible overloading 

ïVulnerabilities  

ÅTestability 
ïToo many critical processes are not within our 

control to troubleshoot and repair 

ïCannot test and troubleshoot at every ñhand-offò 
to verify working condition 
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Deficiencies (cont) 

ÅReliability  
ïToo many ñhand-offsò between devices 

ïToo many system administrators working on 
servers outside of our control without proper 
knowledge of all processes 

ïSystem administrators can accidently kill critical 
processes (without realizing it) while working on 
servers 

ÅOversight 
ïGood system administrators should know 

ramifications of working on server, but this is not 
so in current environment 
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Need for Change 

ÅSimplify the process 

ïCut out unneeded devices and processes in 

grabbing information 

ïLimit the amount of ñhands in the poolò 

ïLimit field element network traffic originating 

from administrative network 
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