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DISCLAIMER

A The author of this presentation is an employee of
the California Department of Transportation.

A The contents of this presentation reflect the view
of the author who is responsible for the facts and
the accuracy of the data herein.

A The contents presented here do not necessarily
reflect the official views or policies of the State of
California and / or the California Department of
Transportation.



- Filnfosmaton i & souree aileam:ng. cut -
B Linless it IS organized, processed, and
# avallable te the night peeple in a format for

| decision making, Itis a burden; not a
pemef I t. 0

-Willlam G. Pollard
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- Information Goals

I A Provide as much data to the puBklic as
il [possible

L CCIV Images
L RWIS atmoespheric/roadway. data
I HAR messages
L CIVIS MESSAaQES
B A Accurate, Timely, and Reliable
' L Ensures that tusers trust the imfermation

Clearly formatted and well decumented Y




Background

B A Al TCP/IP based element network
8 A Large Dial-on-demand network

B | POTS (32 Sites)

L ISDN (26 Sites)

8 A Microwave Radio network

I 3 Backbone links
I 10 Roeadside links




Network Segregatlon

~ Administrative Network
A ERE

B A \\Veb browsing

B A Document retrieval
I Word Doecuments
L Images

Field Element Network (FEN)

A" Controlling field devices
i CCTV.(PT2)
I Changeable Message
Signs (CMS)
A Retrieving data from field
devices
. CCIV (Video)
I Roadway Weather

Infermation Systems
(RWIS) data
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- Pull/Push Theory

A Pull
@ | Process device initiates the communication to

;A ener-emotbt e sihite den: 0r
desired information

B A Push

I Process device nitiates the communication te
ex-fyer-nal senversit o np
Infermation
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Existing Flow of CCTV Data

Field
Element
Network

Field
Encoder

Caltrans |
Network

\_

Information
Services
Cron Server

J

Rullsifrom field

Pushes to servers

v

(

Web Server

www1

v

Web Server
WWWwW?2

N




Field Element
Network

Rullsifrom field
ScanWeb

Server

|

Caltrans IT [Information ]PU”S from| Scan\Web

Services

Network Cron Server

Pushes to servers

Web Server Web Server
www1l WWW2
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Existing Flow of CMS Data

Field
Element
Network

CMS

Information

Relay

\Pulls from SOCES

JPUShES to i

_

Caltrans I
Network

Services

Information
Cron Server

]Pushes L0 SEnvers

\ 2

|

Web Server
www1

2

Web Server
Www?2

'




Deficiencies

Bl A Diall on demand limitations

L Only sermany modems availablefordialing to
[emote sites

B A Unknown number: of external users on FEN
B | Possible everleading
I Vulnerabilities

B A Testability

100 many critical Processes are. ot Within our
control te troubleshoeot and repair

= 00104 s ana tr=uIEsSho: it atcaver v iNGRCE R
(o verify, woerking condition




~Deficiencies (cont)
B A Relicbility

[0 0, - yma-n Vo fAathsaon:-db e t-we e n d

100 many system administraters Working on
SEIVErs outside ofi our contrel witheut proper
knowledge ofi all processes

— System administrators can acceidently kil critical

PrECESSES (Witheut realizing' It) While werking on
SENVEIS

A Oversight

I Go0od system administrators should know.
ramifications of Working en Server, but this s not

SO IR current environment
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Need for Change

from administrative network
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